Mat ma hoc: Phan 1 - Ma hoéa Caesar

Khai niém ma héa dir liéu va giai ma

Ma hoéa dit liéu la tién trinh che ddu d liéu that (plaintext), nghia la chuyén dir
liéu that thanh d liéu khong c6 y nghia hoac cé y nghia khac xa vai dit liéu
that. Tién trinh do6 goi la ma hda (encrytion). K&t qua cua tién trinh goi la ban
ma (ciphertext). TU “encrytion” dugc tao ra tu “cryptography” (mat ma) xuat
phat tu tiéng Hi Lap ¢ xua “Kryptos” (Che dau) va ti “graphia” (viét). Tién trinh
ma hoa dir liéu cé thé dugc thuc hién bang cach hoan vi dir liéu that hodc thay
thé chiing bang dr liéu khac.

Tién trinh ngudc véi tién trinh ma hoda tdc la chuyén tir ban ma thanh di liéu
ban dau goi la gidi ma.

Hé ma Caesar

Trong mat ma hoc, mat ma Caesar (Xé da), con goi la mat ma dich chuyén, la
mot trong nhiing mat ma don gian va dugc biét dén nhiéu nhat. Hé ma Caesar
la mét hé ma hoa thay thé don am, 1am viéc trén bang chir cai ti€ng Anh 26 ky
ty. D6 la mét dang clia mat ma thay thé, trong dé maoi ky tu trong van ban
dugc thay thé bang mét ky tu cach né moét doan trong bang chit cai dé tao
thanh ban ma.

Vi du:

DaGi v&i bang ma tiéng anh (ABCDEFGHIL...), néu d6 dich la 3, A sé dugc thay
bang D, B sé dugc thay bang E, ..., W sé thay bang Z, X sé thay bang A, Y sé
thay bang B va Z thay bang C. Phuang phap dugc dat tén theo Caesar, vi
hoang dé da sir dung nd thudng xuyén trong cdng viéc. Khong gian ban rd P
la cac tu can dugc ma hda dudc tao tu bang chir cai A. Khong gian ban ro C la
cac tu da dudc ma hoa.

Dé ma hoda, ngudi ta danh sé cac chir cai tir 00N-1 (N la téng s phan tir cua
ban chit céi). Khong gian khéa K=ZN. V&i méi khéa K € K ham ma hda va giai
ma mot ky tu ¢d s6 th tu la | sé dudgc biéu dién nhu sau:



a. M@ hoa : k(i) = (i+k) mod N b. Gidi ma : pk(i) = (i-k) mod N

Trong dé: n = 26 néu hé ma Caesar su dung trén bang chir cai ti€ng Anh (néu
st dung trén bang chir cai khac thi N sé thay dai). k : tuang (ng vai s6 thir tu
chir caitrongbang ma (vidu:a=0,b=1..)

Xét vi du sau: Cho ban ro : torveuvietnam Khoa k = 4

Tim ban ma ? Theo cong thic thay vao ta sé cé két qua sau.
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Vay ban ma la : ysMBYZWMIYREQ
Qua trinh giai ma thi ngudc lai v&i qua trinh ma hoa.

Cai dat

Moi ngdén nglr khac nhau sé c6 cach cai dat khac nhau. Minh sé st dung
Python dé cai dat thuat toan:

Mac dinh ban c6 thé dung bang chir cai Tiéng Anh nhung trong phan cai dat
nay. D€ thuc té€ hon. Minh sé& st dung bang ma Tiéng Viét.

1. Bang ma
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1. Ham ma héa

def encrypt(self, n, plaintext):
"""Encrypt the string and return the ciphertext"""
result = "'



for 1 in plaintext:
try:
i = (self.key.index(1l) + n) % len(self.key)
result += self.key[i]
except ValueError:
result += 1
return result

Néu da doc xong déng ly thuyét bén trén thi chac han ban sé khong gap khé
khan gi trong doan code cai dat trén:

Ma hoda : Ek(i) = (i+k) mod N

Trong do:

o self.key.index(1l) :tuong Ung véi i

« n:tuong Ung vai khoa k

« len(self.key): tudng Ung vGi d6 dai cua ban ma.
2. Ham giai ma

def decrypt(self, n, ciphertext):
"""Decrypt the string and return the plaintext
result = "'

for 1 in ciphertext:
try:
i = (self.key.index(1l) - n) % len(self.key)
result += self.key[1i]
except ValueError:
result += 1

return result
Ap dung v6i cong thuc giai ma. Ta cling sé viét dugc ham tuang tu.

3. Goi ham

def show_result(self, plaintext, n):
"""Generate a resulting cipher with elements shown
encrypted = self.encrypt(n, plaintext)
decrypted = self.decrypt(n, encrypted)



print('Rotation: ', n)

print('Plaintext: ', plaintext)
print('Encrytped: ', encrypted)
print('Decrytped: ', decrypted)

Tai liéu

Dén day bai viét phan dau vé ma hda ciing két thiic. Mong rang anh chi em
dung gach da nhiéu qua. Va dua ra nhitng gop y nhiéu hon dé em c6 thé viing

tam trong qua trinh tim hiéu cac hé ma hoa

Moi ngudi néu ludi cai dat cling c6 thé tham khao link github bai em da lam

san. Chi viéc kéo vé va chay https://github.com/tuanquanghpvn/cipher



https://github.com/tuanquanghpvn/cipher

